
 
MORNING 

 
7:30-8:30 REGISTRATION, WELCOME AND CONTINENTAL BREAKFAST 
 
8:30-9:30 LEGISLATIVE UPDATE 
  WHCRMS Legislative Committee 
  Special Guest:  Mark Kadzielski, JD – Fulbright and Jaworski 
 
9:30-11:00 HIPAA UPDATE 

→ Deborah Miller, RN, JD – Director of Accreditation and Regulatory Compliance, 
Providence St. Peter Hospital 

→ John Christiansen, JD – Senior Counsel, PriceWaterhouseCoopers 
→ Richard Meeks – HIPAA Compliance Officer, University of Washington 

 
11:00-11:15 BREAK 
 
11:15-12:15 RED FLAGS & ICEBERGS:  LITIGATION TRIGGERING EVENTS & PREVENTION STRATEGIES 
  Shirley Fitzgerald, RN, BS – Medical-Legal Consulting, Inc. 
 
12:15-1:15 LUNCH – provided 
 

AFTERNOON 
 

1:15-2:30 EMTALA – PANEL DISCUSSION 
  Featured Speaker:  Mark Kadzielski, JD – Fulbright and Jaworski 
  Panelists: 

→ Barbara Barronian, RN, JD – Assistant General Counsel, Multicare Medical System 
→ Demetra Kossligk, LPN, BA – Certification Specialist/CMS EMTALA Lead, Region 10 

Center for Medicare and Medicaid Services 
 
2:30-2:45 BREAK 
 
2:45-3:45 “HOT TOPICS” IN RISK MANAGEMENT – PANEL DISCUSSION 

Moderator:  Cindy Howey, RN, JD, CPHRM – Associate Director, Health Sciences Risk 
Management, University of Washington Medical Center 
Panelists: 
→ David Stallings, CPHQ, FASHRM – Director of Risk Management, Children’s Hospital 

and Regional Medical Center 
→ Michael Ruger – Risk Manager, Good Samaritan Hospital 
→ Julie Burns, RN, MHA – Chief Regulatory Officer, Franciscan Health System, QA/Risk 

Manager, St. Francis Hospital 
→ Laird Pisto, JD – Associate General Counsel, MultiCare Health System 
→ William Reisbick, JD, ACLM, DFASHRM – System Director, Risk Manager, Providence 

Health System 
 

3:45-4:50 WASHINGTON PHYSICIANS HEALTH PROGRAM UPDATE:  EXPANSION OF SERVICES 
  Lynn Hankes MD, FASAM – Director, Washington Physicians Health Program 
 
4:50  RAFFLE PRIZES 
  ADJOURN 

 

 
PREMIER JOHNSON, GRAFFE, KEAY, MONIZ & WICK, LLP 
  WILLIAMS, KASTNER & GIBBS, PLLC 

 
PATRON MARSH 
  PARKER, SMITH & FEEK, INC. 

A G E N D A 

S P O N S O R S 



Captives and 
Constitutional Issues 

20th Annual Risk Management Seminar 
Washington Healthcare Risk Management Society 
 
Bill Reisbick 
System Director, Risk Management 
Providence Health System 



Constitution of the 
State of Washington 
 
Article I:  Declaration of Rights 
Section 21:  Trial by Jury 
 

  “The right of trial by jury  
   shall remain inviolate…” 
   (emphasis supplied) 



“Inviolate” 

Intact 
Not violated. 
Free from substantial Impairment. 
 
Black’s Law Dictionary 



Tough Cases  
Make Bad Law 
Professional Liability. 
General Damage Tort Caps. 
Appeal to State Supreme Court. 
 

Catastrophic Case: 
 Baby / Child 
 Quadraplegic / Paraplegic 
 Brain Damage 
 Etc. 

  Hardship 

Result: 
 

Unconstitutional 
Ruling 



Washington State 
Insurance Commissioner 
and Legislature 

There is not a Healthcare access crisis. 
Yet. 
 
 Non-Renewals 
 Premiums Skyrocketing 
 Doctors and Providers Leaving 
 

What will it take? 



Texas Solution: 
Constitutional Amendment 
Medical or Healthcare Liability Claims 
Legislature may limit liability for  
non-economic damages, including: 
 Past, present, and future pain and suffering 
 Mental suffering 
 Loss of consortium 
 Disfigurement 
 Physical Impairment 



Texas Legislative Response 
1. Statute of limitation from date of care: 
 2 years 
 

2. Tolling for minors under 12. Statute of Repose: 
 10 years 
 

3. Limit on non-economic damages: 
 $250K with Physician(s) – No Stacking 
 $250K with Healthcare Institution(s) 
 Stacking to $500K for all 
 Includes vicarious liability 



(continued)  
Texas Legislative Response 

4. Wrongful death / Survival action 
 $500K for all defendants 
 Each claimant 
 

5. Other provisions activate in 2005 / 2007 
  
[2003 Texas Sessions Law, Ch 204, HB 4] 
 



Oregon Ballot Measure 106 
Would institute a Constitutional cap of $500K  
on non-economic damages in medical liability  
jury awards. 
 
Contributions in support of the measure total  
$2.6m as of 5-10-04. 
 
65,000 voter signatures have been collected so far. 



A Captive Solution 
Why not? 
 
Sounds a little too romantic…too tropical. 
 



(continued)  
A Captive Solution 
Why? 
 A non-profit healthcare entity seeking to 

insure for-profit affiliates, or strategic 
independent physician partners. 

 Offshore captive structure avoids IRS private 
inurement.  Fraud and abuse concerns. 

 Front insurance needed. 
 



(continued)  
A Captive Solution 
Why? 
Provides coverage for  
non-insurable risk onshore. 
 

Some states: 
Punitive damages are not insureable - environmental? 
 

Do we need it? 



Other Structures? 
Onshore Risk Retention Group 
1986 Congressional Enactment provides  
for self-funding liability coverage to similar  
or related entities.”   
Could include physicians. 
 
Domicile:  Vermont, Hawaii, or…? 



The Decision 
Select and retain specialized consultants: 

1. Insurance Broker(s) 
2. Legal Counsel 
3. Actuary 

 
…with extensive experience in these self-

insurance vehicles. 
      



(continued) 

The Decision 
 
Carefully weigh the objectives, benefits,  
costs, and domicillary requirements of  
each vehicle, before making your  
organization’s decision. 



Captives and 
Constitutional Issues 

Questions ??? 
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OSTENSIBLE AGENCY, WHAT IS IT? 
The “Ostensible Agency” doctrine holds a principal vicariously liable for the tortfeasor, even 
when the tortfeasor is an independent contractor or is not an agent of the principal. It results from 
a manifestation to third parties that the one with whom the third party is dealing has authority to 
bind the ostensible principal. 
 
The doctrine is applied almost exclusively in the medical field to impose vicarious liability on 
hospitals for the negligence of independent contractor physicians.1 
 
A typical plaintiff’s complaint may contain dozens of paragraphs asserting various theories of 
liability against the specific treating providers, their medical groups, employers, partners, etc., 
ultimately culminating in an allegation such as: 
 

Defendant hospital is liable for the medical negligence / malpractice 
of the defendant doctors by virtue of the doctrines of agency, apparent 
agency, master/servant and/or respondeat superior. 

 
PRE-VICARIOUS LIABILITY ERA 
For many years, the majority of courts would not hold hospitals vicariously liable for the medical 
mistakes of physicians, who, as independent contractors, were not subject to control by hospital 
lay boards and thus, not servants or employees in the sense required by the doctrine of 
respondeat superior.2  Then, the New York court in Bing v. Thunig ruled that there was no valid 
reason for medical practitioners to be immune from respondeat superior where other highly 
skilled professionals were not immune, since hospitals had become more than just a place for 
physicians to bring their patients for treatment; that, in fact, the hospital itself renders care and 
treatment through its facilities and employees.3 
 
LAWS 
RESTATEMENT OF LAW 
 
There are several Restatements that courts rely upon for the elements that define ostensible 
agency:4 
• Restatement (Second) of Agency § 267 (1958)5 

1) A manifestation, representation, or “holding out,” intentionally or negligently, by the 
ostensible principal, that an independent contractor is its agent; and 

2) Justifiable or reasonable reliance by the third party on the manifestation of agency. 
This is the majority view, applied generally to ostensible principal, ostensible agent issues. 

                                                      
1 Reed, David L., Vicarious Liability Under Doctrine of Ostensible or Apparent Agency, 6 AmJur POF 3d 457 
August 2003. 
2 Scholendorff v. Society of N. Y. Hosp., supra. 
3 Bing v. Thunig, 143 N.E.2d 3 (1957). 
4 Reed, Supra. 
5 R.2d Agency § 267. Reliance Upon Care Or Skill Of Apparent Servant Or Other Agent. One who represents that 
another is his servant or other agent and thereby causes a third person justifiably to rely upon the care or skill of 
such apparent agent is subject to liability to the third person for harm caused by the lack of care or skill of the one 
appearing to be a servant or other agent as if he were such. 



WHCRMS Ostensible Agency Page 2 

  

• Restatement (Second) of Torts § 429 (1965)6 
1) A manifestation, representation, or "holding out," intentionally or negligently, by the 

ostensible principal that the independent contractor is its agent; and  
2) A reasonable belief by the third party that he or she is dealing with an agent of the 

ostensible principal. 
This is the minority view, applied almost exclusively in the medical field to impose vicarious 
liability on hospitals for the negligence of independent contractor physicians.7 

• Since some courts cite both the R.2d Torts § 429 and the R.2d Agency § 267, without 
discussing the differences between them, or cite some other section of the Restatement of 
Agency, or cite no Restatement at all, cases in individual jurisdictions must be carefully 
examined to determine the elements that are required.8 

 
COMMON LAW 
The Stanhope court articulated the criteria for finding evidence of ostensible agency, used in 
subsequent cases involving hospitals: 
1. The person dealing with the agent must have a reasonable belief in the agent’s authority; 
2. That belief must have arisen from some act or omission of the principal; and 
3. The person relying on the agent’s apparent authority must not be guilty of negligence.9 
 
POINTS TO PONDER 
• Unlike respondeat superior, control or the right to control the tortfeasor is not a necessary 

element under ostensible agency. 
• The acts of an independent contractor under the theory of ostensible agency is an exception 

to the general rule of nonliability for the acts of independent contractors. 
• There is no general agreement on the name given to the doctrine. It is variously referred to 

as: 
 Ostensible agency 
 Apparent agency 
 Apparent authority 
 Agency by estoppel 
 The "holding out" doctrine10 

• No actual principal or agent is involved, only ostensible principals and ostensible agents. 
 

                                                      
6 R.2d Torts § 429. Negligence In Doing Work Which Is Accepted In Reliance On The Employer's Doing The Work 
Himself. One who employs an independent contractor to perform services for another which are accepted in the 
reasonable belief that the services are being rendered by the employer or by his servants, is subject to liability for 
physical harm caused by the negligence of the contractor in supplying such services, to the same extent as though 
the employer were supplying them himself or by his servants. 
7 Reed, Supra. 
8 Arlene’s note: Adamski v Tacoma General Hospital, 579 P.2d 970 (1978)., cites R.2d Agency but applies R.2d 
Torts without referencing it. 
9 Stanhope v. Los Angeles College of Chiropractic, 128 P.2d 705 (1942); 51 A.L.R.4th 235. 
10 Arlene’s note: Mr. Reed provides an academic argument in his writing that the proper term is either “Ostensible 
Agency” or “Apparent Agency.” 
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ELEMENT: HOLDING OUT 
• All cases agree that an essential element of the doctrine is a manifestation, representation, or 

"holding out" to a third person by the ostensible principal that the independent contractor is 
its agent.11 

• The manifestation, representation, or "holding out" need not be express and may be 
implied.12 

• The representation may be made directly to the third person or may be made to the 
community, such as by signs or advertising.13 

• Most courts state that "holding out" occurs when the ostensible principal acts or omits to 
act;14  or intentionally or by want of ordinary care;15 or by either affirmative conduct or 
conscious and voluntary inaction, represents that another is its agent.16 

• A hospital "holds out" a physician as its employee when the hospital acts or omits to act in 
some way that leads a patient to a reasonable belief that he or she is being treated by the 
hospital or one of its employees.17 At least for purposes of summary judgment, this element 
often can be proved through evidence that: 
 a patient went to a hospital emergency room for treatment;  
 the hospital emergency room was being operated under the hospital's own name as an 

integral part of its services; and  
 the hospital failed to advise the patient he was being treated by an independent 

contractor.18 
• No express representation to the patient that the treating physician is an agent of the hospital 

is required for a "holding out."19  Nor is there any requirement of proof that the hospital 
affirmatively misrepresented the physician's status.20 The patient does not have a duty to 
inquire whether the physician is a hospital employee or an independent contractor; absent 
notice to the contrary, the patient has the right to assume he is being treated by a hospital 
employee.21 

• It is usually held that when the patient is aware, or should be aware, that the physician is an 
independent contractor, there is no manifestation or "holding out" by the hospital that the 
physician is its agent; neither can there be a belief in or reliance on a manifestation. This is 

                                                      
11 Reed, Supra. 
12 Jackson v. Power, 743 P.2d 1376 (Alaska 1987). 
13 Wood v. Holiday Inns, Inc., 508 F.2d 167 (1975); Billops v. Magness Constr. Co., 391 A.2d 196 (1978).  
14 Boyd v. Albert Einstein Medical Center, 547 A.2d 1229 (1988); Capan v. Divine Providence Hospital, 430 A.2d 
647 (1980). 
15 Brownville Medical Center v. Gracia, 704 S.W.2d 68 (1985). 
16 Watkins v. Mobil Oil Corp., 352 S.E.2d 284 (1986). 
17 See, for example, Boyd v Albert Einstein Medical Center, 547 A.2d 1229 (1988); Capan v Divine Providence 
Hospital, 430 A.2d 647 (1980). 
18 See, for example, Brown v Coastal Emergency Services, Inc., 354 S.E.2d 632 (1987), affd Richmond County 
Hospital Authority v Brown, 361 S.E.2d 164 (1987); Capan v Divine Providence Hospital, 430 A2d 647 (1980); 
Pamperin v Trinity Memorial Hospital, 423 N.W.2d 848 1988). 
19 See, for example, Jackson v Power, 743 P.2d 1376 (1987); Paintsville Hospital Co. v Rose, 683 S.W.2d 255 
(1985). 
20 Adamski v Tacoma General Hospital, 579 P.2d 970 (1978). 
21 See, for example, Paintsville Hospital Co. v Rose, 683 S.W.2d 255 (1985). 
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the overwhelming majority rule.22 This rule has been criticized by some courts, who contend 
that injured or ill patients in need of emergency medical treatment have no meaningful choice 
under the circumstances, since they need treatment and will turn to the local hospital for it 
regardless of prior notice that the physicians are independent contractors. Some courts take 
the position that, as a matter of public policy and without regard for the traditional rules of 
agency or torts, hospitals should be liable for the malpractice of physicians in hospital 
emergency rooms whether or not the patient believes that the physician is an employee of the 
hospital.23 

 
ELEMENT: REASONABLE BELIEF  
• Belief must have been induced by the ostensible principal; a mere belief not induced by the 

ostensible principal will not create liability.24 
• Most courts that apply this element have also looked at whether the patient plaintiff “looked 

to” the hospital, rather than to the individual physician, for care.25 
 
APPLICATION TO THE MEDICAL FIELD 
• The doctrine has become one of the three most common methods of establishing vicarious 

liability on the part of hospitals. The other popular theories are: 
 Respondeat superior, which involves the negligence of actual agents or employees; and 
 Corporate negligence, which involves the negligent selection or review of physicians 

granted staff privileges, in violation of the hospitals' independent duty to insure the 
competency of medical staff and to supervise the quality of medical care provided.  

• Although physician-hospital contracts may provide, for example, that the physician is an 
independent contractor and has full control of patient care, such provisions will usually be of 
little significance to courts that recognize the doctrine of ostensible agency; the courts look to 
the rights and duties between the hospital and the patient, not between the hospital and the 
physician.26 

• The doctrine has been most frequently applied in the healthcare setting to establish liability 
of hospitals for the negligence of independent contractor physicians,27 nurses,28 particularly 

                                                      
22 See, for example, Stewart v Midani, 525 F.Supp 843 (1981); Sasseen v Community Hospital Foundation, 406 
N.W.2d 193 (1986); Arthur v St. Peters Hospital, 405 A2d 443 (1979); Pamperin v Trinity Memorial Hospital, 423 
N.W.2d 848 (1988). 
23 Martell v St. Charles Hospital, 523 N.Y.S2d 342 (1987). Compare Grewe v Mt. Clemens General Hospital, 273 
N.W.2d 429 (1978); Hannola v Lakewood,  426 N.E.2d 1187 (1980), motion overr. 
24 Arthur v. St. Peters Hospital, 405 A.2d 443 (1979). 
25 See, for example, Grewe v Mt. Clemens General Hospital, 273 N.W.2d 429 (1978). 
26 See, for example, Hardy v Brantley, 471 So 2d 358 (1985), 51 A.L.R.4th 205. 
27 Washington cases include:  
Adamski v Tacoma General Hospital, 20 Wash.App 98, 579 P.2d 970 (1978); 
Brant v Sweet Clinic, 167 Wash 166, 8 P.2d 972 (1932); 
Hansch v Hackett, 190 Wash 97, 66 P.2d 1129 (1937); 
Pedroza v Bryant, 101 Wash 2d 226, 677 P.2d 166 (1984); 
Richardson v Carbon Hill Coal Co., 6 Wash 52, 32 P 1012 (1893); 
Sawdey v Spokane F. & N. R. Co., 30 Wash 349, 70 P 972 (1902); 
Schoening v Grays Harbor Community Hospital, 40 Wash App 331, 698 P.2d 593 (1985). 
28 Robinson v Faine, 525 So 2d 903 (1987); Williams v St. Claire Medical Center, 657 S.W.2d 590 (1983). 
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with regard to emergency medical services, including emergency psychiatric services,29 as 
well as non-emergency services that are "invisible" to patients, such as radiology, pathology, 
anesthesiology, and surgical assistance.30  

• It has been applied to hold liable private medical clinics31 (including those offered by a union 
under an employee benefit plan)32 and health maintenance organizations.33 

• Less successful attempts have been to apply it to private physicians, such as those who only 
cover for each other by agreement, without sharing fees;34 or those who share office space 
and by agreement service each other's patients for a shared fee, even though the absent 
physician bills for the treatment;35 or general practitioners who refer patients to surgeons.36  

• Most courts that recognize the doctrine of ostensible agency take the position that, because 
complete medical care consists of both direct care and support services, liability should 
attach regardless of whether the physician who is negligent is treating the patient directly or 
is assisting in treating the patient by providing support services "invisible" to the patient.37 

 
CASES APPLYING OSTENSIBLE AGENCY 
Hospital's failure to inform patient explicitly that members of anesthesia group were not 
employees of hospital was not sufficient to support finding that hospital held out anesthesia 
group as its agents, nor was it sufficient to show justifiable reliance by patient, and thus, hospital 
was not liable under doctrine of apparent agency. Thornton v Ware County Hosp. Auth. (1994) 
215 Ga App 276, 450 SE2d 260, 94 Fulton County D R 3624. 
 
For hospital to be liable under doctrine of apparent authority, plaintiff must show that (1) 
hospital, or its agent, acted in manner that would lead reasonable person to conclude that 
individual who was alleged to be negligent was an employee or agent of the hospital, (2) if acts 
of agent created appearance of authority, that the hospital had knowledge of acts and acquiesced 
in them, and (3) plaintiff acted in reliance upon conduct of hospital or its agent, consistent with 
ordinary care and prudence. Kane v. Doctors Hosp., 302 Ill. App. 3d 755, 235 Ill. Dec. 811, 706 
N.E.2d 71 (4th Dist. 1999); McCorry v. Evangelical Hospitals Corp., 331 Ill. App. 3d 668, 265 
Ill. Dec. 108, 771 N.E.2d 1067 (1st Dist. 2002), appeal denied (Ill. Dec. 5, 2002). 
 
Ignorance is bliss: The public, in looking to the hospital to provide health care, is unaware of 
and unconcerned with the technical complexities and nuances surrounding the contractual and 
employment arrangements between the hospital and the various medical personnel operating 
therein, and indeed, often the very nature of a medical emergency precludes choice; thus, public 
policy dictates that the public has every right to assume and expect that the hospital is the 

                                                      
29 Simmons v St. Clair Memorial Hospital, 481 A2d 870 (1984), later proceeding Simmons v St. Clair Hospital, 47 
Pa D & C3d 345 (1987). 
30 See, for example, Shepard v Sisters of Providence, (1988) 750 P.2d 500 (1988). 
31 Howard v Park, 195 N.W.2d 39 (1972); Hill v St. Clare's Hospital, 490 N.E.2d 823 (1986). But see Revitzer v 
Trenton Medical Center, Inc., 324 N.W.2d 561 (1982). 
32 Santiago v Archer, 524 N.Y.S.2d 106 (1988). 
33 Boyd v Albert Einstein Medical Center, 547 A.2d 1229 (1988). 
34 Kavanaugh v Nussbaum, 523 N.E.2d 284 (1988). 
35 Graddy v New York Medical College, 243 N.Y.S.2d 940 (1963), motion to dismiss app den Graddy v New York 
Medical College,197 N.E.2d 541 (1964). 
36 Reed v Bascon, 530 NE2d 417 (1982). 
37 Pamperin v Trinity Memorial Hospital, 423 N.W.2d 848 (1988). 
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medical provider it purports to be. McGill v. Newark Surgery Ctr., 113 Ohio Misc. 2d 21, 756 
N.E.2d 762 (C.P. 2001). 
 
Independent contractors of physicians: It is not an undue burden to require doctors who use 
the services of independent contractors for the performance of in-office medical procedures to 
expressly inform their patients of the independent contractor status of their assistants; patients 
should also be informed that their doctors are not liable for the negligence of independent 
contractors, as this information may affect the decision of whether to undergo certain procedures 
in doctors' offices rather than in hospitals, and may also cause the patient to question the 
independent contractor regarding whether he or she has professional liability insurance coverage. 
Parker v. Freilich, 2002 PA Super 188, 803 A.2d 738 (Pa. Super. Ct. 2002) 
 
Sufficient evidence supported jury finding that general surgeon had apparent agency relationship 
with the physician who treated patient after surgeon left for vacation, and thus, general surgeon 
could be held liable for the physician's failure to properly treat patient who suffered post-surgery 
complications after laparoscopic cholecystectomy; surgeon told patient's family that physician 
would take good care of patient, physician assisted surgeon in patient's surgery, and neither 
patient nor her family had any contact with physician prior to patient's post-operative care. 
Sweatt v. Wong, 549 S.E.2d 222 (N.C. Ct. App. 2001) 
 
A radiologic center could be held liable under the theory of ostensible agency for the alleged 
negligence of an alleged independent contractor physician, who was alleged to have misread a 
mammogram and to have failed to diagnose breast cancer, where (1) the decedent patient was 
referred to the center and not to a specific physician, (2) the center supplied the physician to read 
the patient's mammogram, and (3) the patient had no way to know that the physician was an 
independent contractor. Fulton v Schwartz (1994, Pa) 22 D & C4th 206. 
 
To establish a hospital's liability for an independent contractor physician's medical malpractice 
based on ostensible agency, a plaintiff must show (1) he or she had a reasonable belief the 
physician was the agent or employee of the hospital, (2) such belief was generated by the 
hospital affirmatively holding out the physician as its agent or employee or knowingly permitting 
the physician to hold herself out as the hospital's agent or employee, and (3) he or she justifiably 
relied on the representation of authority. Espalin v. Children's Medical Center of Dallas, 27 
S.W.3d 675 (Tex. App. Dallas 2000) 
 
Where the parents of a minor child sued the child's primary doctor and medical clinic for medical 
malpractice in failing to properly diagnose and treat the child for meningitis, the trial court 
improperly granted summary judgment in favor of the doctor and clinic, because fact issues 
existed as to the nature of the professional relationship between the primary doctor and two other 
physicians who treated the child and the extent of control that the child's primary doctor had and 
actually exercised over the other two doctors, as to whether an ostensible agency existed between 
the child's primary doctor and the two other treating doctors, and as to the applicable standard of 
care and whether the child's primary doctor and the clinic deviated from this standard of care. 
McDuff v Chambers (1995, Tex App Waco) 895 SW2d 492, 
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In Reed v Gershweir (1989) 160 Ariz 203, 772 P2d 26, 26 Ariz Adv Rep 96, a physician who 
asked another physician to "cover" for him in his absence was not vicariously liable for the 
covering physician's malpractice. The court held that the regular physician's act in having 
another physician cover for him did not create an apparent or ostensible agency where there was 
no evidence of any legal or actual authority or control of the covering physician by the regular 
physician. 
  
Appellate court erred in granting hospital summary judgment in medical malpractice and 
wrongful death action for negligence of emergency room physician who treated decedent even 
though physician that treated decedent was not a hospital employee but rather an independent 
contractor, because a genuine issue of material fact existed as to whether the doctor was an 
apparent agent of the hospital, as the hospital did not inform their emergency room patients that 
their emergency room physicians were independent contractors, and the hospital's treatment 
consent form stated that decedent would be treated by "physicians and employees of the 
hospital"; under the doctrine of apparent authority, a hospital can be held vicariously liable for 
the negligent acts of a physician providing care at the hospital, regardless of whether the 
physician is an independent contractor, unless the patient knows, or should have known, that the 
physician was an independent contractor. Gilbert v Sycamore Mun. Hosp. (1993) 156 Ill 2d 511, 
190 Ill Dec 758, 622 NE2d 788. 
 
Facts that corporate owner of medical office building used trade name which included term 
"medical," placed advertisements in church bulletin and local newsletter, and hired central 
receptionist for benefit of tenants were not sufficient to justify application of doctrine of 
ostensible agency to impose vicarious liability against owner in medical malpractice action by 
patient based on treatment by physician who leased space from owner. Slavik v. Parkway Hosp., 
661 N.Y.S.2d 274 (App. Div. 2d Dep't 1997). 
 
Adamski v. Tacoma General Hospital, 20 Wn. App. 98, 579 P.2d 970 (1978), remains the 
principal case applying the ostensible agency doctrine in Washington.  Adamski sets forth seven 
specific criteria applicable under WPI 105.02.03: 

1. Whether the patient sought treatment directly from the hospital or from the physician; 
2. Whether it was the hospital that designated the physician to perform the services in 

question; 
3. Whether the type of care provided was an integral part of the hospital’s operation; 
4. Whether the hospital handled the billing for the services of the physician; 
5. Whether the hospital provided drugs and supplies utilized by the physician; 
6. Whether the hospital made any representations to the patient verbally or in writing 

regarding its relationship with the physician; and 
7. The nature and duration of any hospital-physician agreement. 

WASHINGTON PATTERN JURY INSTRUCTION 
WPI 105.02.03 provides in pertinent part: 

A hospital is liable for the conduct of a physician who is not a hospital employee 
if the physician is the apparent agent of the hospital.  This is established if you 
find the hospital, through its own acts or its failure to act, has caused the patient to 
reasonably believe the treatment is being provided by a hospital employee. 
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TOP TEN THINGS YOU CAN DO 
TO AVOID OR MITIGATE 

OSTENSIBLE AGENCY CLAIMS 
1. Post signs in conspicuous areas (waiting rooms, admit / pre-admit areas, emergency 

department, imaging department) advising patients that independent physicians provide care. 

2. Notify patients in writing as part of your consent for treatment process, that many physicians 
practicing in the hospital are independent entities over whom the hospital has no control.  
Patients must make separate arrangements for treatment and payment for services by such 
providers.  (This will conflict with many existing arrangements for delivery of pathology, 
emergency care, anesthesia and radiology (PEAR) services.) 

3. Eliminate usage of “hospital” dress for non-employed physicians.  For example, require all 
independent physicians to wear different colors and/or types of jackets, gowns, etc.  Do not 
allow use of hospital logo or identifiers, and require use of group employer identification on 
all clothing worn in clinical setting.  Consider special identification badges denoting status. 

4. Modify treatment and consent forms that now state that the patient will be treated “by 
physicians and employees of the hospital."  Consider instead language such as “Employees 
of the hospital and independent members of the medical staff (over whom the hospital has no 
control.)”  Your OHCA language and Notice of Privacy Practices may also require revision. 

5. Develop written notices that require patient signatures acknowledging they have been 
informed of non-employed-physicians’ independent contractor status.  Proactively 
communicate with patients to establish affirmative awareness of physicians’ independent 
contractor status and hospitals’ limited liability, since ostensible agency can be implied 
through omission. 

6. Screen all internet sites, policies and procedures, patient notices, public advertising, program 
fliers, pamphlets and other marketing or communication materials carefully to clearly 
differentiate between employed and non-employed physicians.  Avoid terms and phrases 
such as “Our physicians” or “We partner with . . .” 

7. Place notices of physicians’ independent contractor status in newspapers and other mass 
media and advertising forums.  Design all notices and advertising materials on the subject in 
languages and reading levels that are comprehensible to diverse patient populations. 

8. Contract carefully with your physician groups, to require adequate insurance coverage and 
properly structured indemnity provisions that require group to assume defense and indemnity 
expenses in the event of a claim based solely upon the doctrine of ostensible agency.   
Consider requiring affirmative contractual duty on the part of all non-employed-physicians 
providing core services (PEAR group) to point out their independent status to each patient 
during first discussions with  patients / families.  

9. Train staff and physicians on ostensible agency elements and the steps necessary to inform 
patients of independent contractor status and limited liability. 

10. Police your medical staff credentials and privileges activities to ensure that all PEAR group 
physicians continuously meet community standards and hospital criteria for performance of 
the services for which they contract.  Consider formal annual performance reviews. 
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Note: The following is an excerpt from a much longer forthcoming piece which analyzes and 

describes an emerging common law standard of care for information system security applicable 
to health plans, and other healthcare organizations as well. One thesis of this piece is that this 
common law standard can and should be reconciled with federal regulatory law, particularly 
HIPAA, and that private, common law claims for damages caused by negligent information 

system management are likely to be a far more substantial threat than HIPAA penalties.
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HEALTH CARE INFORMATION SYSTEM SECURITY MANAGEMENT AND COMPLIANCE 
STANDARDS AND PRINCIPLES:  TO HIPAA AND BEYOND 

John R. Christiansen, J.D. 

I. Introduction 

This Article is about legal standards for the protection of information stored, processed 

and transmitted by information systems operated by healthcare organizations.  The information 

systems these standards apply to serve purposes ranging from clinical diagnosis and care support 

to administrative activities including but not limited to financial transactions.  Organizations 

subject to these standards include health insurance companies, health maintenance organizations 

(“HMOs”) and other healthcare payors; hospitals, physician practices, laboratories and other 

healthcare providers; and healthcare information services providers ranging from claims 

transaction clearinghouses, value-added networks and portals, to application services providers 

(“ASPs”) performing a wide variety of functions. 

The intended audience for this Article is healthcare organization executives, compliance 

officers, consultants and lawyers with responsibility for oversight and management of the 

security of information systems on one hand, and the regulators, litigators and judges who will 

have to decide whether the security provided for an information system was legally adequate law 

when something goes wrong.  This Article is not a technical treatise and generally speaking will 

not address specific technical issues, since it is based on the position that legal standards for 

information system security are with very few exceptions applied at the level of governance and 

management rather than technical specification. 

[TEXT OMMITTED] 
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B. What This Article Is About 

One of the theses of this Article is that information technology is so historically new that 

we do not yet have well-grounded, generally accepted and well-known rules for its use.  This is 

not a condition specific to healthcare, but one which exists in almost every kind of information 

technology-dependent organization.  On the organizational level this can be characterized as a 

problem of “maturity,” whether or not the organization has a culture in which information 

technologies are well understood and given appropriate emphasis as a matter of organizational 

governance, and has sufficient intellectual, financial and operational resources to manage its 

information technology infrastructure competently. 

This situation is aggravated by the fact that information technologies, from the personal 

computers and internal networks which make up the information system infrastructures of most 

businesses, academic centers and governmental agencies to the Internet itself, were never 

designed or built for security.  This is a fundamental, just about universal information system 

problem which cannot be rectified by any single organization or any time soon.  Viable technical 

solutions have yet to be developed and once developed will have to be implemented in future 

generations of computers and networking devices and software, a process which at best will take 

considerable time.  At the same time the Internet, and many secondary networks connected to the 

Internet, may be impossible to effectively police.  Pending the arrival of some future security 

utopia, information system-dependent organizations must be responsible for their own security. 

The management of information system security is therefore a fundamental but too often 

neglected necessity for all information system-dependent organizations, and the subject of an 

emerging body of law which is neither clear nor coherent.  A very few federal agencies have put 
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substantial effort into development of information system security theory and standards, as have 

some international and other nongovernmental organizations, but to date their incorporation into 

U.S. legal standards has been sketchy at best.  This situation is complicated by the ad hoc, sector-

by-sector development of U.S. information system security laws, leading to a “patchwork” of 

obligations rather than laws of general application.  Legal standards of care for information 

system security in the U.S. – standards which define information system security obligations and 

limit information system security liabilities – are therefore fragmented, unclear and difficult to 

apply. 

The unsettled state of information system security as a field of intellectual inquiry and 

practical application makes the derivation of a specific legal standard of care problematic.  

Nonetheless, there is an increasing need to make decisions about whether and to what extent a 

given organization has met regulatory or even common law standards of care.  In the commercial 

sector, in addition to the theoretical and practical activities of information systems security 

professionals developing product, system and administrative standards, policies and procedures, 

the following are the principal threads of activity which have given or are giving rise to legal 

obligations of information system security, which may inform or may need to be reconciled with 

HIPAA security compliance and risk management: 

• Consumer privacy protection initiatives, especially those undertaken by the U.S. 
Federal Trade Commission (“FTC”) and nongovernmental privacy advocates. 

• Electronic signature laws and emerging security standards which are being 
contractually applied to online merchants and services providers by the credit card 
companies which support them. 

• Financial sector activities intended to ensure the privacy of customer information and 
the security of financial transactions and accounts, including but not limited to the 
Gramm-Leach-Bliley Act (“GLBA”). 
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• Corporate governance requirements which include executive and board obligations to 
oversee information system operations to ensure the validity of financial information, 
focusing upon the Sarbanes-Oxley Act (“Sarbanes-Oxley”). 

None of these laws have been meaningfully tested in adversarial proceedings, legislative 

and regulatory security mandates do not provide “safe harbor” specifications, industry and 

professional standards are still largely under development, and we can only guess at the security 

opinions of the reasonable person.  The usual sources for “bright line” rules for legal obligations 

and liabilities are therefore little help.  But despite the absence of definitive authority this Article 

will suggest that a review of information system security concepts and issues, the history of the 

field and applicable law, demonstrates that there is an emerging information system security 

standard of care of general applicability which can be summarized as shown in Table I. 

This is the standard of care which applies under HIPAA too.  Healthcare organizations 

have adopted and continue to implement information systems for a wide variety of purposes, 

some of which may implicate some of the other standards.  Healthcare organizations which 

engage in ecommerce or publish consumer privacy notices will be subject to consumer 

protection standards, for example, while health plans are defined as “financial institutions” and 

required to comply with GLBA as well as HIPAA.  Oversight of all of these activities is 

ultimately a function of corporate governance so that Sarbanes-Oxley may apply.  Unless a 

consistent general standard is applied in all these areas information system security compliance 

and risk management for healthcare organizations can only be confused, unduly burdensome and 

often ineffective. 
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Information System Security Duty of Care 

1. An information system security duty of care exists when an entity uses an 
information system to store, process or transmit information which the entity is required by 
law to protect against unauthorized disclosure, use or alteration (“protected information”). 

2. The information system security duty of care is satisfied by the implementation of 
an information system security program consisting of: 

a. Organizational policies, procedures, practices and governance structures 
(“controls”) whose objective is to provide reasonable assurance that the information 
system is operated and functions so that: 

i. There is no disclosure to or use of protected information by an individual, 
application or device unless that disclosure or use is authorized by organizational 
policy;  

ii. Protected information is appropriately available to individuals, applications and/or 
devices in order to serve a purpose which is authorized by organizational policy;  

iii. Protected information is not altered by an individual, application and/or device 
except as authorized by organizational policy; and 

b. Administrative, physical and technical information system safeguards which 
provide reasonable protection against reasonably identifiable threats to protected 
information. 

3. The controls and safeguards implemented for purposes of an information system 
security program meet the standard of care if: 

a. They are reasonably consistent with the controls and safeguards implemented by 
other, reasonably comparable entities using reasonably comparable information systems 
(“peer organizations”), unless: 

i. The controls and/or safeguards implemented by peer organization fail to take into 
account known threats which can be readily addressed by reasonably available 
controls or safeguards, or 

ii. The operating environments and/or operational objectives of peer organizations 
materially differ from those of the implementing organization; and 

b. The costs and burdens of the controls and safeguards are reasonably proportionate 
to or exceed the risks of harm to parties with legal interests in protected information 
which are created by use of the information system for the purposes, or under the 
conditions, which create such risks. 

Table I 
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[TEXT OMMITTED] 

C. Levels of Maturity in Information System Security Governance. 

Computers and information systems are historically very new, and have evolved very 

rapidly since they were first introduced in relatively common use.  Any attempt to establish 

realistic standards of care applicable to their management must take into account the fact that the 

depth of executive- and managerial-level understanding of and availability of technical 

competence in the administration of information system security will vary greatly, and may not 

always be very high.  When these factors are coupled with the fact that information systems have 

typically been developed with insufficient attention to security issues, there is a risk that any 

standard which imposes substantial requirements will be seen as punitive and contested or 

ignored, or will impose obligations which cannot be achieved by many. 

In order to avoid these results regulatory standards tend to soften their requirements by 

qualifying them with terms such as “reasonable and appropriate,” and focusing on security 

decision-making processes rather than specific results.  While this is a valid and perhaps 

inevitable method of building flexibility into security standards, the result is an often confusing 

lack of principles for deciding what does or does not meet the standard of care.  Since the 

underlying cause of this lack of clarity is the widely varied levels of information system security 

understanding, experience and competence found in various organizations, inclusion of a 

variable which takes this into account may help overcome this problem. 

[TEXT OMMITTED] 
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D. The Objectives of Information System Security. 

Defining the precise mission of an information system security program is not always 

easy.  There may be a temptation to identify technical solutions as “magic bullets” which are all 

that is needed for information system security, and to identify the goal of security as simply the 

protection of information against unauthorized use or disclosure.  The actual scope and content 

of the obligation is, however, far more comprehensive. 

At t organizational governance level information system security is one element of a 

number of fundamental control objectives.  The most generally accepted meaning of information 

system security is something like “[t]he protection afforded to an . . . information system in order 

to attain the applicable objectives of preserving the integrity, availability and confidentiality of 

information system resources.”1  Given the potential importance of the identification of parties 

responsible for transactions and security-related events, this Article will include “accountability” 

as additional objective.2  [TEXT OMMITTED] 

 

[TEXT OMMITTED] 

These goals are not always easy to reconcile.  In particular the goals of information 

availability and confidentiality, and systems availability and integrity, tend to be in opposition.  

Depending on the purposes for which an information system is used any or all of these 

                                                 
1 An Introduction to Computer Security: The NIST Handbook (NIST Special Publication 800-12, October 1995) 
(“NIST Handbook”) at 5.  These three security goals are often cited as the “CIA triad.”  See NIST Handbook at 5 – 
7.  
2 There appears to be an emerging sense that the “CIA” goals are not adequate for sensitive systems in open 
environment, and this Article will follow later authorities in adding the goal of accountability. See e.g. Gary 
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requirements may have legal implications.  The balance of the security objectives in a given 

system is therefore necessarily to some extent a judgment call which depends on an informed 

balancing of the interests served by the system. 

This may be clearest for the objective of confidentiality, since a confidentiality breach by 

definition violates either an individual’s privacy rights or some other legal prohibition on 

information use or disclosure.  To the extent a third party is harmed by a failure of system or data 

integrity or availability, that party may also be entitled to legal recourse as a matter of 

contractual or other legal right.  In either case the identification of the party accountable for the 

event causing the harm may be of great legal importance. 

The objectives of an information system security program therefore should be defined in 

terms of the information system itself, using policies, contractual provisions where applicable, 

procedures and technical solutions as safeguards to protect the confidentiality, integrity and 

availability of information and provide for the accountability of transactions and other system 

events.  The precise details of program organization will need to vary according to organizational 

control objectives, information system environments and architectures, while the safeguards 

which are implemented will need to reflect the balance among the competing objectives of 

confidentiality, integrity, availability and accountability which is consistent with the 

organization’s operational needs and legal obligations. 

[TEXT OMMITTED] 

IV. Information System Security Theory in the Era of Risk Management. 

                                                                                                                                                             
Stoneburner, Underlying Technical Models for Information Technology Security (National Institute of Standards 
and Technology Special Publication 800-30, December 2001) (“Underlying Technical Models”) at 2 – 3. 
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While this Article characterizes the current period as the era of Risk Management, in fact 

current information system security theory and practice tends to fall into two complementary 

categories.  Risk management as a practice is based on an acknowledgement that threats, 

vulnerabilities and sometimes harms are unavoidable, and tries to identify them and implement 

safeguards to deal with them reasonably and appropriately.  That is, risk management is a 

decision-making process, which takes into account information about specific threats, 

vulnerabilities, potential harms and available safeguards, but does not provide or develop such 

information. 

Risk management must therefore be complemented by information gathering and 

evaluation activities, and these in turn have led to the development of some consensus standards 

about specific safeguards which at least presumptively should be employed given various 

common vulnerabilities.  Most of these standards have to do with security governance at the 

program level and above, but some – especially in the ecommerce sector – are beginning to drill 

down to the level of specific administrative, physical and technical safeguards addressing 

particular threats and vulnerabilities. 

[TEXT OMMITTED] 

Risk management is currently considered a fundamental concept in information system 

security.  So what does it mean, exactly? 

1. Security as a Process  

Risk management is not a transparent concept.  In the broadest sense risk management is 

fundamental to most aspects of the design and operation of the infrastructures of a technology-
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based economy.  In another more specialized sense risk management has come to refer to 

financial strategies for the diversification of investments based on statistics and mathematical 

models.  In all cases risk management involves the identification of vulnerabilities and threats, 

estimation of the possible impacts if threatened events occur, and consideration and 

implementation of safeguards to avoid them or reduce their effects. 

There are four basic strategies for risk management: 

• Risk reduction (or mitigation) is the strategy which makes up most information system 
security activity, and what most people think of as “security.”  Risk reduction principally 
involves the implementation of safeguards and controls to minimize the frequency with 
which security incidents occur, and/or their impact when they do occur. 

• By using a strategy of risk avoidance an organization avoids threats by not undertaking 
activities or not implementing systems which would create their complementary 
vulnerabilities.  This strategy may not be available or appropriate if the systems are 
necessary for essential or mission-critical functions, if the benefits of the systems clearly 
outweigh the costs of an available risk reduction strategy, or if the organization can 
reasonably transfer or assume the risk. 

• By using a risk transfer the potential operational or financial consequences of a 
vulnerability to a threat are shifted to another party.  The classic example of risk transfer 
is insurance, which may be difficult to obtain for information system security purposes.  
Risks may also be transferred by contract or by operation of law. 

• Under a strategy of risk assumption the organization bears the operational and financial 
consequences of security breaches.  This is the de facto strategy of any organization 
which elects not to manage its information system security risks, and therefore fails to 
avoid, transfer or reduce them.  Since it will only rarely, if ever, be possible to reduce all 
risk to zero or transfer all risk to another party, there will always be some degree of 
“residual” risk which must be assumed. 

Only one of these strategies, risk reduction, entails the kind of policy activities and technical 

implementations typically associated with information system security.  The other three are 

fundamentally policy, legal and financial strategies, which implies that policy, legal and financial 

officers must be involved in risk management strategy decisions, and need to be sufficiently 

informed and educated to exercise good judgment. 
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The selection of any risk management strategy or strategies is based on risk assessment.  

“Risk assessment is the process of identifying, characterizing, and understanding risk; that is, 

studying, analyzing, and describing the set of outcomes and likelihoods for a given endeavor.”3  

This process entails a more or less formal investigation of the boundaries, architecture and 

existing controls of the system, along with an identification of threats and vulnerabilities.  The 

information gathered in the course of this investigation is used to determine the likelihood 

various kinds of harmful events will occur given the identified threats and vulnerabilities, and the 

potential impacts of such events.  From this analysis risks can be identified and their potential 

importance ranked, and recommendations for possible additional safeguards developed.  The 

degree of rigor which may be possible for risk assessment purposes depends upon the quality of 

the available threat, vulnerability and potential impact information, which is not necessarily high. 

To complicate matters further, not all risks are readily subject to financial quantification.  

The banking sector, which has long recognized the need to manage risks across a wide spectrum 

of activities, identifies risks according to such categories as operational, legal, reputational and 

strategic.  The losses associated with operational, strategic or reputational risks may be far 

greater than the legal risks of penalties and damages which are often the principal focus of 

concern. 

In light of all these factors, strategic decisions consistent with the organization’s 

tolerance for risk need to be made.  It might be desirable to avoid some risks, for example by 

deciding not to develop or deploy a proposed new technology which has inherent risks which 

cannot reasonably be reduced to an assumable level of residual risk at a reasonable cost.  At the 

                                                 
3 Kevin Soo Hoo, “How Much Is Enough? at 3. 
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other end of the spectrum there are residual risks which cannot be avoided or reasonably reduced 

and therefore must be accepted and assumed. 

At some point, management needs to decide if the operation of the computer 
system is acceptable, given the kind and severity of remaining risks. . . . 

Risk acceptance, like the selection of safeguards, should take into account various 
factors besides those addressed in the risk assessment.  In addition, risk acceptance 
should take into account the limitations of the risk assessment.  . . . Risk acceptance is 
linked to the selection of safeguards since, in some cases, risk may have to be accepted 
because safeguards are too expensive (in either monetary or nonmonetary factors).4 

It is therefore crucial to understand that risk management does not guarantee that all harm 

will be avoided, only that their potential will be reasonably well understood and managed.  If and 

when a major security incident is experienced this may be a hard argument to make to 

governmental regulators who do not have a commercial perspective, to third parties whose 

privacy or intellectual property has been lost, or to shareholders who have seen their stock values 

drop.  It is in situations like that where documentation of a diligent, informed and appropriate 

risk assessment and risk management program may be the best, or only, defense against penalties 

and civil claims. 

[TEXT OMMITTED] 

B. Consensus Standards and Security Professionals. 

The other principal thread in current information system security thought is the attempt to 

develop standardized principles and practices against which the adequacy of information system 

safeguards can be judged. 

Simply put, this means doing what other prudent owners of information are doing to 
protect themselves under similar circumstances.  Information owners can reasonably 

                                                 
4 NIST Handbook at 68. 
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adopt the many well-known information security safeguards and practices to achieve the 
required level of due care.5 

This kind of “due care” or “reasonable care” approach would seek “an acceptable level of 

safeguards relative to other businesses and agencies, as opposed to an acceptable level relative to 

an absolute measure of risk[,]” using  

. . . ’baseline’ controls and practices, as well as risk analyses for vulnerabilities not 
addressed by the baseline. The baseline varies depending on the application or industry; 
for example, the baseline for the banking industry would be different from that of an 
information publisher. The baseline is also intended to be flexible and incorporate 
changes in technology.6 

One way to do this might be by a “checklist” strategy: 

A proposed solution to this problem is the establishment of an agreed-upon body 
of knowledge or “common checklist” for security officers to compare their company 
policies against. There is a large core of commonality in security awareness, training, and 
education. If made legally binding, or part of industry consensus as to what constitutes 
“prudent practice,” such a checklist would also tie directly into the liability issues as well 
as a host of other problems facing companies. For example, when organizations 
outsource, contractual specifications are needed to ensure adequate security coverage. If 
there were a well-known and accepted “common checklist” for security, then it would be 
easier to develop contractual specifications without revealing too much about operations 
or levels of security.7 

This kind of approach could be used to support decisions under a cost/benefit, feasibility or 

under safety-based risk reduction standard; the checklist identifies potential solutions, while the 

decision whether or not any given solution should be implemented is still analyzed by balancing 

its costs against the potential harms it would prevent.  The standard applied determines the 

weight given such costs and harms in the decision-making process. 

                                                 
5 Donn Parker, Fighting Computer Crime, ________________ 
6 Id. 
7 See U.S. Congress, Office of Technology Assessment, Issue Update on Information Security and Privacy in 
Network Environments, OTA-BP-ITC-147 (Washington, DC: U.S. Government Printing Office, June 1995) at 70 
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There is no authoritative, comprehensive source for checklist elements, but there are a 

number of valuable sources.  Since 1987 the U.S. Department of Commerce National Institute 

for Standards and Technology (“NIST”) has been assigned the statutory responsibility for 

developing and publishing security standards and guidelines for sensitive but non-classified (i.e., 

not involving defense or national security functions) federal systems.  Because NIST standards 

and guidelines are intended for federal agency use, their application to other sectors is indirect, 

and even among the federal agencies to which they apply their adoption has been irregular.8  The 

NIST standards, guidelines and other documents nonetheless constitute one of the best-

developed bodies of non-proprietary, unbiased work in this field and provide a valuable point of 

reference. 

[TEXT OMMITTED] 

In the U.S. the Information Systems Audit and Control Association (“ISACA”) had 

implemented a program for certification of information system auditors to support financial 

auditing (the “Certified Information System Auditor” or “CISA” certification) by 1978.9  

Explicitly following the recommendation of Computers at Risk, in 1992 a consortium of security 

groups led by the Information Systems Security Association (“ISSA”) formed the International 

Information Systems Security Certification Consortium (“(ISC)2”) for purposes of testing 

security professionals in ten domains of a “common body of knowledge,” leading to certification 

                                                 
8 See U.S. Congress House of Representatives Subcommittee on Technology, Information Policy, Intergovernmental 
Relations and the Census, Federal Computer Security Report Card (December 9, 2003) and related documents 
available at Subcommittee on Technology, Information Policy, Intergovernmental Relations and the Census website, 
http://reform.house.gov/TIPRC/Hearings/EventSingle.aspx?EventID=652 (last visited January 7, 2004)(reporting 
overall computer security grade of “D” on scale of “A” (high) to “F” (low) in 2003 for federal agencies). 
9 See About ISACA – Overview and History, available at ISACA website, 
http://www.isaca.org/Content/NavigationMenu/About_ISACA/Overview_and_History/Overview.html (last visited 
January 13, 2004) and Information Systems Audit and Control Association, CISA Review Course 2003 – 
Introduction. 
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as a “Certified Information Systems Security Professional” (“CISSP”)10  While there are a 

number of other certifications available,11 the CISA and CISSP are probably the most significant 

ones of general application. 

Also in 1992 the International Information Security Foundation began sponsorship of a 

project to develop “Generally Accepted Information System Security Principles” (“GASSP”) 

comparable to the “Generally Accepted Accounting Principles” (“GAAP”), as recommended in 

Computers at Risk.12  This process culminated in the release for public comment of GASSP 

Version 2.0 in June 1999.13  In 2003 the ISSA took over the further development of the GASSP 

under the new term “Generally Accepted Information Security Principles” (“GAISP”).14  

Meanwhile, ISACA developed its own security equivalent to GAAP, the Control Objectives for 

Information and Related Technology (“COBIT®”), first published in 1998,15 a standardized 

undergraduate security curriculum was developed at Idaho State University.16 

At present these and other standards have not been formally reconciled.  It seems 

reasonable to characterize the distinction between ISSA on the one hand and ISACA on the 

other, as comparable to the distinction between management consulting and audit/assurance 

services made for public accounting purposes.  This distinction seems more applicable to the 

                                                 
10 See Harris, CISSP Certification Exam Guide (2002) at 7 –8. 
11 See Peter Gregory, “Are Security Certifications Worth It?” Computerworld website 
http://www.computerworld.com/securitytopics/security/story/0,10801,77849,00.html (visited July 31, 2003) and 
Hoffman, “IT Security Certifications,” Monster.com website http://technology.monster.com/articles/securitycert/ 
(visited July 31, 2003).  
12 Referred to as “GSSP” in Computers at Risk. See Computers at Risk at 4.  
13 See Ralph Spencer Poore, Generally Accepted System Security Principles Release for Public Comment 
(International Information Security Foundation 1999). 
14 See ISSA Takes Leadership on Global Security Principles, available at ISSA website, http://www.issa.org/gaisp-
pr.html (last visited January 13, 2004). 
15 See COBIT History and Background, available at ISACA website, 
http://www.isaca.org/template.cfm?template=/ContentManagement/ContentDisplay.cfm&/html. (last visited January 
13, 2004). 
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activities of security professionals and security services firms, however, than to the standards 

developed by the respective associations.  [TEXT OMMITTED] 

V. Legal Standards for Information System Security. 

[TEXT OMMITTED] 

Most legal obligations of information system security have to date have developed as 

elements of privacy-oriented regulatory schemes, most of which have only developed since the 

middle 1990s, though there has been some work around security standards for ecommerce, and 

some theoretical work on common law along with a very few cases.  Until the 1960s privacy was 

principally an issue of state law, and security issues were not typically subject to separate 

analysis.  Both of these conditions began to change as the growing use of information systems 

began to create public policy concerns about potential governmental abuses of information.  

Privacy advocates brought the issue into prominence in the early 1970s and forced Congressional 

and regulatory responses, on a limited “sectoral” basis – that is, by regulation according to type 

of entity rather than type of data. 

The first major privacy laws regulated credit agencies, the federal government and higher 

education, and became the foundation of much subsequent regulation.  Ecommerce-related 

security standards emerged with the opening of the Internet to commercial use in the middle 

1990s, when the FTC and privacy advocates promoted adoption of privacy standards from the 

earlier round of activity and then used them as leverage to begin developing security standards 

for ecommerce transactions affecting consumers.  The Gramm-Leach-Bliley Act (“GLBA”) 

imposed privacy and security mandates on financial institutions as part of a package of reforms 

                                                                                                                                                             
16 See National Information Assurance Training and Education, Integrating Information Security (Draft 2001) 
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for that sector, while the Sarbanes-Oxley Act mandated tighter financial systems controls, 

including by implication security controls, as part of the reform of public company accounting 

practices.  All of these and more may be part of a healthcare organization’s security compliance 

requirements, and even if they do not apply directly may define standards of care the 

organization will be expected to meet. 

[TEXT OMMITTED] 

4. Private Claims for Data Protection:  Personal Information Misuse and Statutory 

Liabilities. 

The principal limitation on private claims arising from security breaches which disclose, 

alter or destroy personal information – that is, as a result of which personal information is 

misused - appears to be the difficulty in proving damages.  There have been predictions and 

recommendations for the creation of liabilities as disincentives for inadequate information 

system security since at least the mid- 1980s, and a few recent cases and recent California 

legislation indicate that these predictions may be starting to come true. 

While precedent is very limited the emerging principle seems to be that under most, but 

not all circumstances a data holder must already be subject to a duty of care for the benefit of a 

data subject, before the data holder owes the data subject a duty to protect personal information 

about the subject.  Thus, credit card issuers have been held not liable to individuals for issuing 

credit cards in their name to individuals making fraudulent applications.  Conversely, in Cobell 

v. Norton the existence of a quasi-fiduciary relationship between the data holder and a large class 

of data subjects was sufficient grounds for a court order disconnecting insecure systems from the 

                                                                                                                                                             
(“Green Book”). 
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Internet as a remedy for demonstrably very bad security practices which put the subjects’ 

information at risk.17 

Cobell was a class action of Indian tribes against the U.S. Department of the Interior 

based on allegations of departmental mismanagement of Indian trust assets which as a matter of 

statute, regulation and common law, the Interior Department is required to manage for the 

benefit of the members of Indian tribes.  A great deal of information about these assets, and 

many tribal members with interests in them, is stored and processed in Interior Department 

information systems, and in the course of the litigation the quality and reliability of this data 

came into question, and on the plaintiffs’ motion the court appointed a special master to 

investigate. 

The special master’s investigation turned up a lengthy list of “at least thirty” reports on 

the security of the systems and consistent failures to conform to federal standards and guidelines, 

while white hat penetration testing found that it was possible to make many harmful changes to 

data and system functions “using a variety of known exploits and openly available, freely 

downloadable software.”  The testers found that they could delete, alter and copy personally 

identifying information, as well as account and property ownership information.  Because of the 

potential for material harm caused by the extensive vulnerabilities the plaintiffs moved for and 

the court granted an injunction requiring the Interior Department to disconnect its information 

systems from the Internet pending resolution of its security issues. 

A comparable cause of action, for damages rather than injunctive relief, was pled in 

Stollenwerk v. TriWest.18  TriWest was a class action against a U.S. Department of Defense 

                                                 
17  



 

© 2004 John R. Christiansen 
Page 20 of 27 

health benefits administrator, on behalf of some 562,000 individuals whose were the subjects of 

data stored on laptops and hard drives stolen from a facility operated by the administrator.  The 

complaint alleged common law negligence, as well as breach of Defense Department data 

protection requirements.  Again, the underlying legal theory was that the data holder was subject 

to an existing legal obligation to protect the data subjects’ interests, in this case as administrator 

of their health plan.  The case was dismissed on summary judgment due to lack of evidence that 

any information had actually been used to the detriment of the plaintiffs. 

The most likely harm in negligent security cases is likely to be identity theft for purposes 

of financial fraud, though specific victims may be targeted by “stalkers” or for other reasons as 

well.  Identity theft in particular has become a significant consumer protection issue and the 

subject of FTC and privacy advocate reports.  As in the past, this advocacy activity is leading to 

both heightened judicial sensitivity to possible identity theft claims19 and legislative action  

In 2002 California adopted the California Database Protection Act (“CDPA”), which as 

of 2003 required any state agency, and “[a]ny person or business that conducts business in 

California, and that owns or licenses computerized data that includes personal information,” to 

notify potentially affected individuals in the event of any “breach of the security of the system” 

in which any non-encrypted “personal information” about them “was, or is reasonably believed 

to have been, acquired by an unauthorized person.”20  Passed in response to a notorious security 

                                                                                                                                                             
18  
19 See Remsburg v. Docusearch, Inc., supra note __, __ A.2d. at __ (threats posed by “stalking and identity theft” 
justify holding “that an investigator has a duty to exercise reasonable care in disclosing a third person’s personal 
information to a client”). 
20 California Senate Bill 1386 (filed September 26, 2002), amending and adding a section to California Civil Code 
§§ 1798.29, .82 and .84. “Personal information” is defined as: 

[A]n individual's first name or first initial and last name in combination with any one or more of the 
following data elements, when either the name or the data elements are not encrypted: 

(1) Social security number. 
(2) Driver's license number or California Identification Card number. 
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breach at a California state agency which resulted in the unauthorized exposure of employment 

records, the explicit purpose of the legislation is to help protect against “identity theft.”  The 

CDPA provides for injunctive relief and a civil suit for damages for any “customer [sic] injured” 

by a failure to comply with the law. 

Because the CDPA applies based on the California residency of affected individuals, any 

organization doing business with California residents appears to be covered by it, whether or not 

it stores personal information about them on information system components within that state.  

The law provides a substantial incentive to encryption, since it does not apply to a security 

incident affecting encrypted information.  If unencrypted information is affected, the 

organization must give affected individuals notice in “the most expedient time possible and 

without unreasonable delay, consistent with the legitimate needs of law enforcement . . .or any 

measures necessary to determine the scope of the breach and restore the reasonable integrity of 

the data system [sic].” 

It is not clear whether the new California law, changing business mores, or a changing 

understanding of fiduciary duties is responsible, but beginning in the last half of 2003 a number 

of organizations voluntarily disclosed security incidents affecting consumers.  It is possible that 

in at least some cases individuals receiving such notices will pursue private claims against the 

                                                                                                                                                             
(3) Account number, credit or debit card number, in combination with any required security code, 
access code, or password that would permit access to an individual's financial account. 

(f) For purposes of this section, "personal information" does not include publicly available information that 
is lawfully made available to the general public from federal, state, or local government records. 

California Senate Bill 1386 § 4, California Civil Code §1798.82(e) “Breach of security of the system” is defined as 
: . . . unauthorized acquisition of computerized data that compromises the security, confidentiality, or 
integrity of personal information maintained by the person or business. Good faith acquisition of personal 
information by an employee or agent of the person or business for the purposes of the person or business is 
not a breach of the security of the system, provided that the personal information is not used or subject to 
further unauthorized disclosure. 

California Senate Bill 1386 §4, California Civil code § 1798.82(d). 
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data holders on negligent security theories, not based on the statute.  And to date at least two bills 

following the CDPA’s lead have been introduced in Congress. 

[TEXT OMMITTED] 

D. Information System Security and Organizational Governance. 

The concept that information system security is a corporate governance issue is not 

altogether new but has not necessarily been widely appreciated.  Not so long ago commercial 

computers were huge, hulking mainframes used for data processing and tended by a few 

technicians, who typically were the only personnel who knew enough to manage their security.  

Computer system security might be a part of an audit reported to executive officers and the 

board, but the limited use of computers made their security an issue of limited importance to 

governance. 

With the widespread adoption of networked, user-friendly computers for data processing 

and sharing, and for communication among almost all employees in many commercial 

enterprises, and the migration of mission-critical and regulated functions to the same systems, 

their security became a fundamental operational requirement.  As an organization’s dependence 

on information systems increases, so does the importance of their security, until it becomes too 

important to leave to technicians and auditors.  Active oversight of information system security 

management is necessary to ensure that appropriate policies and procedures are established and 

enforced. 

This principle is reflected in the maxim that no information system security program can 

succeed without support from and governance by the organization’s leadership.  It is also 
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articulated in a complementary corporate governance axiom, that “[m]anagement has to decide 

what to reasonably invest for security and control in information system and how to balance risk 

and control investment in an often unpredictable information system environment.” 

An information system security program governed from the highest levels should be 

considered part of the fundamental infrastructure of any information system-dependent company.  

While the details of program structure and reporting will necessarily vary by the size, 

organizational structure and operational needs of the company, at a minimum information system 

should include informed board oversight and executive supervision, a designated, accountable 

officer or officers, and an appropriate policy framework for the selection and implementation of 

appropriate security controls. 

Both the corporate obligation to provide information system security governance and the 

use of the term “controls” (also called “internal controls” in this context) to refer to the policies, 

procedures and technical solutions used to secure information systems, can be dated to the 

Foreign Corrupt Practices Act of 1977,21 administered by the United States Securities and 

Exchange Commission (“SEC”).  The purpose of the legislation was to prevent public companies 

from bribing foreign officials, by requiring them to (1) “make and keep books, records and 

accounts which, in reasonable detail, accurately and fairly reflect the transactions and 

dispositions of the assets of” the company, and (2) “devise and maintain a system of internal 

accounting controls sufficient to provide reasonable assurances that transactions are properly 

authorized, transactions are properly recorded, access to assets is properly controlled, and assets 

and assets records are periodically controlled.” 

                                                 
21  
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These obligations were quickly translated into computer system security requirements. 

To be in compliance [with the Foreign Corrupt Practices Act], a system of cost-
effective internal controls must exist in application systems and computer operating 
systems.  These form a major part of the safeguards needed for computer security.  Cost-
effectiveness requires periodic risk assessments and an ongoing computer security 
program to assure the implementation of controls to the degree necessary, as indicated by 
the risks.  The law also implies the need for action by management in establishing 
adequate funding and staffing of computer security programs.22 

The need for appropriate auditing for computer systems led to the development of specialized 

expertise in information system auditing and, over time, information system audit standards as 

well.  By the end of the Twentieth Century there were professional standards and a detailed body 

of guidance for the auditing of information system-related controls. 

Information system security governance obligations began to receive greater attention 

with the passage of Sarbanes-Oxley in 2002.  Sarbanes-Oxley was enacted in response to major 

corporate financial scandals in which major transactions and asset transfers were made “off the 

books,” often with the knowledge and sometimes with the cooperation of company auditors.  The 

Act is therefore principally intended to enhance the accuracy of financial reporting, and therefore 

includes requirements for an audit and an officer’s personal, publicly reported certification of the 

status of a company’s “internal controls.”  While these requirements by law only apply to 

publicly traded companies, they may often be considered applicable to nonprofit and private 

companies as well. 

The information system security policies, procedures and processes used to ensure the 

accuracy of asset data and financial transactions information are part of Sarbanes-Oxley internal 

controls.  Sarbanes-Oxley therefore requires information security program oversight as a matter 
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of corporate governance, but since the specifics of such governance will generally be derivative 

of the corporation’s operational circumstances and security obligations under other laws, 

Sarbanes-Oxley should motivate greater attention to security but will not itself set specific 

standards. 

For many organizations information system security standards will, however, be imposed 

by regulations.  When that is the case, corporate officers have a fiduciary obligation to provide 

regulatory compliance oversight, and a failure to provide adequate oversight can leave the 

company exposed to avoidable criminal or civil penalties if and when an employee, officer or 

agent violates such regulations.  If that happens, the failure to provide appropriate governance 

may also expose the officers and directors to personal liability for penalties, or for damages to 

the company, and/or to stockholders.  

Finally, a failure to exercise adequate information system oversight could lead to very 

substantial claims if a security incident or incidents cause significant control or operational 

failures. For example, the officers and outside auditors of Oxford Health Plans agreed to a $300 

million settlement arising from shareholder lawsuits over financial losses caused by a 

mismanaged information system upgrade, where the reliability and validity of mission-critical 

transactions was severely affected23 – which could also occur as the result of a security incident. 

                                                                                                                                                             
22 Donn B. Parker, Computer Security Management (Reston Publishing Company, Inc. 1981) (“Computer Security 
Management”) at 99. See also United States General Accounting Office, Standards for Internal Control in the 
Federal Government (GAO/AIMD-00-21.3.1, November 1999). 
23 The processing of health claims is the central function of health plans, and data processing failures caused by the 
upgrade made it impossible for the company to accurately track revenues and expenses, and led to delays in 
generating billings and lost revenues.  Prior to the settlement the court had ruled the plaintiffs stated valid claims 
against the officers for breach of fiduciary duty, gross mismanagement and waste, and against the auditors for 
“knowing or reckless disregard of lack of internal controls and ineffective computing system.” See In re Oxford 
Health Plans, Inc., 192 F.R.D. 111 (S.D.N.Y 2000); In re Oxford Health Plans, Inc., Docket No. MDL-1222 (CLB) 
(S.D.N.Y May 25, 1999), Memorandum and Order (denying KPMG’s motion to dismiss), available at Stanford 
University Law School website, http://www.securities.standford/edu/1006/OXHP97/990525or.html (visited June 16, 
2003); Heller v. Oxford Health Plans, Inc., Civil Action No. 3:97CV02295 DJS (D.Conn. October 28, 1997), 
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Given the unsettled state of consensus standards and the difficulties inherent in keeping up with 

emerging vulnerabilities and new threats, it would be prudent for organizations to rely on expert 

advice for the interpretation of consensus standards and recommendation of safeguards. 

Corporate governance of information system security is therefore fundamental for 

mission-critical and regulated systems, and any inadequacy or lapse of such controls may well 

need to be reported under Sarbanes-Oxley, and promptly cured or mitigated as a matter of 

fiduciary responsibility. 

VI. Security Standards for Healthcare Information Systems. 

Healthcare security is about much more than HIPAA, but HIPAA has understandably 

been the focus of attention.  HIPAA applies to the healthcare sector in much the same way that 

GLBA applies to the financial sector, and like GLBA and the FTC standard is based on risk 

management.  But while the risk analysis applicable to healthcare financial and administrative 

information systems will be essentially the same as those used for financial and ecommerce 

transactions information systems, the analyses used for clinical support systems will necessarily 

differ. 

The misuse of personal information about financial and ecommerce matters information 

companies generally exposes individuals only to financial and reputational risks.  Where 

information systems are used to support clinical diagnosis and treatment, however, their use will 

present those same risks, but may also present potentially serious risks to life and health.  And 

while the principal security objectives in securing financial and ecommerce systems will 

                                                                                                                                                             
available at Stanford University Law School Law website, 
http://www.securities.standford/edu/1006/OXHP97/001.html (visited June 16, 2003); and Oxford Health Plans, Inc. 
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generally be first confidentiality, and secondarily accountability and integrity, in clinical support 

systems the first priorities are likely to be availability and integrity.  The risks analysis 

appropriate for clinical support information systems may therefore be quite different from the 

risk analysis appropriate for financial systems, even when both systems are used by the same 

organization. 

At the same time many healthcare organizations will need to integrate HIPAA security 

compliance with their need to comply with consumer protection ecommerce, GLBA, common 

law and/or Sarbanes-Oxley security standards.  The healthcare sector is complex and densely 

regulated, and understanding how and when the different standards come into play is essential 

for ensuring the adequacy of a healthcare information system security program.  

[TEXT OMMITTED] 

                                                                                                                                                             
Case Information, Stanford Law School Securities Class Action Clearinghouse, available at Stanford University 
School of Law website, http://www.securities.standford/edu/1006/OXHP97.html (visited June 16, 2003). 
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