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TODAY’S AGENDA 

• OCR “Interviews” 

• HIPAA Audits 

• Breach Insurance Policies—What to Look For 

• State Attorney General Training 
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OCR “Interviews” 

• When 
– The new “norm” will be for OCR to conduct on-site interviews 

for breaches involving 500 or more records. 

– Small Providers, e.g. small physician offices, can expect all 
workforce members to be interviewed. 

– Large Providers, e.g. hospitals, can expect “key personnel” (as 
determined by the OCR Investigator) to be interviewed. 
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OCR “Interviews” 

• “Key Personnel” includes, at a minimum: 
– Designated Privacy Officer 

– Designated Security Officer 

– Key IT Personnel 

– Anyone with direct knowledge of the breach 
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OCR Witness Consent Form 
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OCR Notice to Witnesses About Investigation 
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Focus of Interviews 

• HIPAA Training and Education 
– When first hired 

– Since being hired 

– Last training 

– Annual training 

• Breach Reporting 
– Who would you report to within your organization? 

– What if primary person is not available? 
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Focus of Interview 

• Have your procedures changed since breach? 
– If yes, describe the changes. 

• Storage and retrieval of PHI. 

• PHI taken off-site? 

• How is PHI stored on-site? 

• Walk through and observations. 

• Logging onto computers. 

• Screen savers. 
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HIPAA Audits 

 

• HITECH Act mandated the Office for Civil Rights (OCR) 
conduct HIPAA compliance audits  

• OCR announced in 2010 that small to large covered 
entities (CE) (and soon business associates) would be 
audited – no CE is exempt  

• Audit program meant to augment, not replace, current 
investigation and enforcement activity  
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HIPAA Audits 

 

• OCR contracted with KPMG to conduct audits and 
contracted with Booz Allen Hamilton to create a 
database of all covered entities  

• The database is being used to stratify CEs and assist in 
identifying which CEs will be audited  

• Pilot audits of 20 CEs started November 1st  
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HIPAA Audits 

 

• OCR announced the number of contacts OCR had with 
a CE would factor into the decision of who to audit  

• KPMG is currently training new and existing staff in 
preparation to launch the formal audit program  

• Small to large CEs were included in the initial 20 
entities targeted during the pilot phase  
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HIPAA Audits 

 

• Pilot audits will assist OCR in assessing the 
effectiveness of the audit program and make needed 
adjustments before kicking off the formal audit program  

• Expect formal audits to begin May 2012  

• KPMG is contracted to conduct 150 audits (in addition 
to pilot audits) by December 31, 2012  
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What to Expect if Audited 

 

• KPMG will notify CEs immediately preceding a 
scheduled audit which includes sending a list of 
required documentation to CEs  

• CEs must forward all documentation requested within 
10 business days from notification  

• CEs will be notified 30 to 90 days prior to an on-site 
audit likely to last several weeks  
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What to Expect if Audited 

 

• Following the on-site audit, CEs will receive a 
preliminary audit report  

• CEs have 10 business days to provide additional 
documentation and comments regarding audit findings  

• Within 30 days following the CE comment period, the 
auditor will forward a final audit report to OCR  
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What to Expect if Audited 

 

• If the audit report findings indicate any serious 
compliance issue, OCR may initiate a compliance 
review  

• OCR had not defined “serious compliance issue”  

• A compliance review will be similar to a formal 
investigation usually resulting from complaints filed with 
OCR or large breaches of PHI  
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Audit Results 

 

• If OCR elects to conduct a compliance review, it could 
result in: Technical assistance provided by OCR  

• Loss of eligibility to receive “meaningful use” dollars  

• Corrective action plan the CE must comply with (may 
include required third party compliance review for three 
to five years)  

• Civil penalties or monetary settlements  
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Prepare for an Audit 

• Centralized compliance documentation really matters – 
you only have 10 business days to provide all 
documentation requested such as (list not inclusive):  

• Policies and procedures  

• Risk analysis report  

• Disaster recovery/emergency mode operations plans  

• Incident response investigation documentation  

• Documentation of employee HIPAA training 
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How to Survive 

• Key to surviving an audit unscathed – current and 
accurate documentation that is easily accessible  

• Periodically review OCR website for new and changing 
information  

• Need to demonstrate continued compliance activities 
(not a “one time” event)  

• Meet with employees and prepare them for interview 
prior to the interview 
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Insurance Coverage for Breaches 

• Does the policy comply with HIPAA breach response 
requirements? 
– Items not covered by some policies: 

• Notification to media of a breach of more than 500. 

 
§ 164.406   Notification to the media. 

 (a) Standard. For a breach of unsecured protected health information involving more than 500 
residents of a State or jurisdiction, a covered entity shall, following the discovery of the breach 
as provided in §164.404(a)(2), notify prominent media outlets serving the State or jurisdiction. 
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Insurance Coverage for Breaches 

– Items not covered by some policies: 

• Notification to HHS of a breach of more than 500. 
§ 164.408   Notification to the Secretary. 

 (a) Standard. A covered entity shall, following the discovery of a breach of 
unsecured protected health information as provided in §164.404(a)(2), notify the 
Secretary. 

 (b) Implementation specifications: Breaches involving 500 or more individuals. For 
breaches of unsecured protected health information involving 500 or more 
individuals, a covered entity shall, except as provided in §164.412, provide the 
notification required by paragraph (a) of this section contemporaneously with the 
notice required by §164.404(a) and in the manner specified on the HHS Web site. 
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Insurance Coverage for Breaches 

• One policy requires the insured to provide the 
insurance company with the name and address of 
every individual (patient) who receives direct notification 
of the breach. 

• Insurance company was asked to sign a Business 
Associate Agreement so this information could be 
provided. 

• Insurance company refused to execute Business 
Associate Agreement stating that they had a legal 
opinion holding that the disclosure of a patient’s name 
and address was not a disclosure of PHI. 
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Insurance Coverage for Breaches 

• If a covered entity discloses just the name of a patient it 
is considered a HIPAA Privacy violation. 

• The preamble to the breach notification regulations, 74 
FR 162 at 42745, states in part: 

 
• “For example, if a covered entity improperly discloses 
 protected health information that merely included the 

name of an individual and the fact that he received 
services from a hospital, then this would constitute a 
violation of the Privacy Rule . . .” 
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Hiring Third-Party Service Providers for Compliance 

• Policies allow this but . . . 

• Some third-party companies require onerous 
indemnification agreements as part of the Business 
Associate Agreement. 

• One third-party service provider demands that the 
insured indemnify the service provider and requires the 
insured to defend and be liable for all of the service 
provider’s actions except for fraud or willful misconduct 
of the service provider. 
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Hiring Third-Party Service Providers for Compliance 

• One Third-Party Service Provider sent the insured an 
engagement contract that provided that the “laws of the 
state of Tennessee” applied to the contract and the 
relationship between the third-party service provider 
and the insured. 

• They then sent the same insured a Business Associate 
Agreement that provided that the “laws of the state of 
New York” applied to the contract and the relationship 
between the third-party service provider and the 
insured. 
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HIPAA Enforcement by States 

• HITECH Act permits state attorneys general to file 
HIPAA enforcement actions on behalf of the people of 
their state, in order to protect their interests, and to 
seek injunctive relief and/or money damages.  See Sec. 
13410(e) of ARRA (p. 160 of HR 1 PDF).   
 

• As of September 2011, only two state AGs (Vermont 
and Connecticut) have pursued HIPAA violations. 

• Assistant AGs from Alaska, Washington, and Oregon 
attended training in San Francisco 

 

 

http://healthblawg.visibli.com/8d9f35b3d72281e8/?web=33e830&dst=http%3A//frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi%3Fdbname%3D111_cong_bills%26docid%3Df%3Ah1enr.txt.pdf
http://healthblawg.visibli.com/8d9f35b3d72281e8/?web=33e830&dst=http%3A//frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi%3Fdbname%3D111_cong_bills%26docid%3Df%3Ah1enr.txt.pdf
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From OCR Webpage 

HIPAA Enforcement Training for State Attorneys General 

 To help State Attorneys General begin to implement their 
enforcement authority under the HITECH Act, OCR will hold a 2-
day, instructor-led HIPAA Enforcement Training course in 4 
locations across the country.  These HIPAA Enforcement Training 
courses will be held in the following cities on the dates specified:  

 Dallas, Texas- April 4 & 5, 2011 

 Atlanta, Georgia - May 9 & 10, 2011 

 Washington, DC (metro area) - May 19 & 20, 2011 

 San Francisco, CA- June 13 & 14, 2011 
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From OCR Webpage 

 At each of these HIPAA Enforcement Training sessions, attendees 
will receive instruction on the following topics:  

• General introduction to the HIPAA Privacy and Security Rules 

• Analysis of the impact of the HITECH Act on the HIPAA Privacy and 
Security Rules 

• Investigative techniques for identifying and prosecuting potential violations 

• A review of HIPAA and State Law 

• OCR's role in enforcing the HIPAA Privacy and Security Rules 

• SAG roles and responsibilities under HIPAA and the HITECH Act 

• Resources for SAG in pursuing alleged HIPAA violations 

• HIPAA Enforcement Support and Results 
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QUESTIONS AND DISCUSSION 
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CONTACT INFORMATION 

 

• Stephen D. Rose 

• Roger L. Hillman 

Garvey Schubert Barer 
1191 Second Avenue, 18th Floor 
Seattle, Washington 98101 

Phone:  (206) 464-3939 
E-mail:   srose@gsblaw.com 
   rhillman@gsblaw.com 

Web:  www.gsblaw.com 
 

mailto:srose@gsblaw.com
mailto:rhillman@gsblaw.com
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DISCLAIMER 

These materials are designed to provide 
general information and are provided with the 
understanding that the presenters are not 
engaged in rendering any legal or professional 
services.  These materials should not be used 
as a substitute for legal or professional 
services.  If legal or other professional advice is 
required, the services of an attorney or other 
professional should be sought. 
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